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CALIFORNIA: On 4 January, a USPER was charged 
with attempting to provide material support to ISIS and 
distributing information related to destructive devices. 
[pg. 7]

WORLDWIDE: On 4 January, the Department of State 
designated Muhammad al-Ghazali, Abukar Ali Adan, 
and Wanas al-Faqih as global terorrists. [pg. 7]

WORLDWIDE: On 3 January, Israeli authorities 
uncovered a suspected Iranian recruited Palestinian 
violent extremist cell operating in South Africa. 
[pg. 8]

UNITED KINGDOM: On 9 January, a couple was found 
guilty of plotting ISIS-inspired chemical and bomb 
attacks in the UK. The couple met online and the 
woman was a pharmacist. [pg. 7]

UNITED KINGDOM: On 3 January, the Government of 
the UK published an opportunity for a potential provider 
to develop a mobile alert system to provide customers 
in a defined area awareness of an ongoing incident. 
[pg. 14]

AUSTRIA: On 7 January, Austrian national Lorenz K. was 
charged on terror-related accounts, which included 
inciting and instructing a boy, 12, to conduct an attack 
on a Christmas market. [pg. 7]

ISRAEL: In December, two ISIS-inspired women were 
arrested for planning to conduct attacks in Israel on 
behalf of ISIS. They also intended to travel to the Sinai 
to join ISIS. [pg. 11]

JORDAN: On 8 January, Jordanian authorities stated 
they disrupted simultaneous attacks against miltiary 
installations, shopping centers, media outlets, moderate 
clerics, and other targets by ISIS. [pg. 11]

SYRIA: On 6 January, al-Qa‘ida and Hay’at Tahrir 
al-Sham (HTS) produced a joint agreement to neutralize 
al-Qa‘ida’s independence in Syria, placing them under 
HTS command. [pg. 10]

PAKISTAN: On 8 January, Jamaat-ud-Dawah chief Hafiz 
Saeed served a legal notice to Pakistan’s defense 
minister for “defamation.” [pg. 12]

1

12

3

4

5

6

17

8

9

10

COUNTERTERRORISM DIGEST

SPOTLIGHT SUMMARY
ISIS Media Output Diminishing Amid Territory Losses: ISIS battlefield territorial losses in Syria and Iraq has also 
hampered ISIS’s media output.  From September to November, ISIS’s Syria and Iraq media offices have experienced a 
nearly 60 percent drop in production. Additionally, the group’s affiliated A’maq News Agency experienced a 50 percent 
decrease in output from September to October, demonstrating the depth of decline in ISIS’s media enterprise. (NCTC)

Al-Qa‘ida Media Dissemination Methods: Al-Qa‘ida and its affiliates routinely use social media to broadcast their 
propaganda to global audiences. Al-Qa‘ida’s global network maintains a presence on a variety of social media platforms, 
including Blogspot, Facebook, Periscope, Soundcloud, Twitter, Telegram, and YouTube. (NCTC)
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SPOTLIGHTSPOTLIGHT This section provides a comprehensive 
look at a terrorist group(s) or leader(s), 
and/or CT tools and literature.

ISIS Media Output Diminishing Amid Territory Losses

ISIS’s media output has declined as the group suffers territorial 
losses in Syria and Iraq, with a 58 percent decrease from 
September to October 2017. In the third quarter of 2017, ISIS 
produced an average of 14 official products per day, and in 
October and November the daily average decreased to six and 
five products a day, respectively.

 ■ ISIS’s monthly flagship multilingual magazine Rumiyah 
did not publish in October or November, the only times 
the magazine did not publish since its inaugural issue 
in September 2016. The group’s once-daily multilingual 
Al-Bayan Radio news bulletin was only released for 16 days 
in October and seven days in November, primarily in Arabic, 
with only seven multilingual broadcast days during the 
two-month period. Additionally, the group’s affiliated A’maq 
News Agency experienced a 50 percent decrease in output 
from September to October, demonstrating the depth of 
decline in ISIS’s media enterprise.

 ■ Despite the battlefield setbacks, ISIS managed to sustain production of all nine of its scheduled issues of its weekly 
Arabic-language al-Naba’ newsletter, which it used to highlight the group’s battlefield “successes” in Syria and Iraq 
and promote its external branches. ISIS also produced attack claims and multimedia from its branches in the Sinai and 
Khorasan regions but had minimal output from its West Africa and Yemen branches.

 ■ ISIS’s Syria and Iraq media offices continued to produce the majority of media output for the group despite experiencing 
a nearly 60 percent drop in production from September to November because production of the group’s Al-Bayan radio 
news bulletin—which previously accounted for approximately a third of the group’s total output—dropped by more than 
90 percent during this same time period.

 ■ ISIS maintains a presence on various social media platforms where official media distributors and supporters are 
primarily reposting old ISIS videos and limited new releases each day. A’maq News Agency and al-Bayan Radio continue 
to reconstitute websites taken down by platform owners for supporters to consume content. (NCTC) 

ISIS Media Trends September-November 2017 (NCTC)
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Al-Qa‘ida Media Dissemination Methods*

Al-Qa‘ida and its affiliates routinely use social media to broadcast their 
propaganda to global audiences, but have faced less frequent suspensions of 
their social media accounts than ISIS members and supporters. Al-Shabaab, 
al-Qa‘ida’s affiliate in Somalia, was one of the first Salafi jihadist groups to 
use social media to disseminate propaganda in 2012, transitioning away from 
the violent extremist web forums that the group traditionally used for media 
dissemination, which generally limited the spread of the group’s messaging to 
audiences already inclined to support al-Qa‘ida’s ideology. Today, al-Qa‘ida’s 
global network maintains a presence on a variety of social media platforms, including Blogspot, Facebook, Soundcloud, Twitter, 
Telegram, and YouTube.

Al-Qa‘ida maintains a global network, including leadership in the Afghanistan-Pakistan region, in addition to five regional affiliates that 
operate under the group. These affiliates operate their own media activities and online presence, while promoting al-Qa‘ida’s violent 
global jihadist ideology, supporting its efforts to attack the west, and enabling the radicalization and recruitment of local populations.

Al-Qa‘ida Leadership
Since 2001, al-Qa‘ida’s core leadership has used as-Sahab Media 
Establishment as the group’s primary media outlet for leadership statements 
from the group’s now-deceased former leader Usama Bin Laden, current overall 
amir Ayman al-Zawahiri, and other high-level senior leaders, including recent 
audio statements from Usama Bin Laden’s son Hamza Bin Laden. As-Sahab 
has previously established official accounts on Twitter and other social media 
platforms, but primarily disseminates official media releases via its official 
Telegram Channel. Al-Qa‘ida and its affiliates also frequently share propaganda 
using supporter-created file hosting websites such as al-Risala, which functions 
similarly to Justpaste.it. In addition, many al-Qa‘ida supporters access the 
group’s propaganda on pro-al-Qa‘ida websites and forums, such as Al-Fotooh 
Media Center, which acts as a central repository for as-Sahab and affiliates’ 
media releases.

Al-Qa‘ida in the Indian Subcontinent (AQIS)
AQIS was founded by Zawahiri in September 2014 and is led by Amir Asim 
Umar, a veteran al-Qa‘ida member of Indian descent. Zawahiri pledged the 
group would expand al-Qa‘ida operations in South Asia, focusing in particular 
on targeting US interests in the region and the governments of Afghanistan, 
Pakistan, India, Bangladesh, and Burma.

Since its founding, AQIS has claimed at least seven attacks in Bangladesh, 
where the group is most active. During the last year, AQIS has expanded its 
media outreach with assistance from the Global Islamic Media Front (GIMF), a 
pro-al-Qa‘ida media group that translates terrorist propaganda in languages including Arabic, Bengali, English, Hindi, Urdu, and Tamil, 
primarily for South Asian audiences.

AQIS media disseminators share the translated media content on free-file upload sites and then repost it on pro-AQIS websites and 
social media platforms.

* The 13 December issue of this publication featured the first part of this article highlighting al-Qa ‘ida leadership and AQIS. That section 
was re-incorperated in this article to provide the complete picture of media dissemination from al-Qa‘ida’s global network. 

AL-QA‘IDA’S GLOBAL NETWORK:
• Al-Qa‘ida Leadership – Afghanistan, Pakistan (FATAS)
• AQIS – South Asia
• AQAP – Yemen
• AQIM – North Africa
• Al-Shabaab – Somalia
• The Nusrah Front – Syria

The pro-al-Qa‘ida free-file-upload website al-Risala hosts  
as-Sahab media products, enabling easy reposting onto 
pro-al-Qa‘ida websites. (AL-RISLAH)

Platforms AQIS Used for Media dissemination
 ■ Twitter
 ■ Telegram Channels (Private and Public)
 ■ WordPress
 ■ Blogspot
 ■ YouTube
 ■ Facebook
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Al-Qa‘ida in the Arabian Peninsula (AQAP)
AQAP publically announced its formation after al-Qa‘ida in Yemen and 
al-Qa‘ida in Saudi Arabia merged in 2009. Since its formation, AQAP 
has published media through its flagship media outlet al-Malahim, which 
produces the group’s English-language online magazine Inspire and 
Inspire Guide.

Al-Malahim is the primary producer of the group’s leadership statements, 
including speeches from one of the group’s spokespersons, Khalid Batarfi. 
Al-Malahim also produces Arabic-language texts, and videos providing 
ideological guidance and glorifying AQAP’s military exploits. In addition to 
al-Malahim, the group has a dedicated media outlet for nasheeds – Islamic 
chants or anthems – called al-Basha’ir, which has encouraged supporters to 
join violent jihad and eulogized deceased AQAP members. Between early 
2016 and mid-2017, the group also produced a near weekly Arabic-language 
newsletter, Al-Masra, which highlighted al-Qa‘ida activities and narratives. 
Since late 2015, AQAP has adopted the use of Telegram Channels as 
a primary means for media dissemination, while also using Twitter and 
YouTube for wider distribution. 

 
 
 
Al-Shabaab (AS)
Al-Shabaab publically announced its affiliation with al-Qa‘ida in 2012, 
although the group was formed in Somalia in 2006. Since 2009, 
the group has produced media through its flagship Al-Kataib Media 
Foundation, in addition to supporter media groups such as Radio 
al-Furqan and Radio al-Andalus. Al-Shabaab was the first Salafi 
Jihadist group to use social media for propaganda distribution, using its 
Twitter account “HSM Press” during the September 2013 attack on the 
Westgate Mall in Nairobi, Kenya. The group’s official and supporter media 
groups generate content to address local issues, such as food shortages 
and humanitarian aid, in addition to battlefield updates. Al-Shabaab 
frequently publishes content in Arabic, English, Somali, Swahili, and most 
recently Oromo, but has also produced content in additional languages with 
support from the pro-al-Qa‘ida media group, the Global Islamic Media Front 
(GIMF).

Platforms AQAP Used for Media Dissemination
 ■ Twitter
 ■ Telegram Channels (Private and Public)
 ■ Violent Jihadist Forums, Websites
 ■ YouTube
 ■ SoundCloud

AQAP’s al-Basha’ir uses SoundCloud to publish 
nasheeds (AL-BASH‘IR)

AS PLATFORMS USED FOR MEDIA DISSEMINATION
• Twitter
• Telegram Channels (Private and Public)
• Violent Jihadist Forums, Websites
• YouTube

Platforms Al-Shabaab Used for Media Dissemination
 ■ Violent Jihadist Forums, Websites
 ■ Twitter
 ■ Telegram
 ■ YouTube

Frame from an al-Kataib video featuring 
al-Shabaab fighters (AL-KATAIB)
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The Nusrah Front – a.k.a. Hay’at Tahrir al-Sham (HTS)
The Nusrah Front has been al-Qa‘ida’s affiliate in Syria since it 
branched off from al-Qa’ida in Iraq in 2011. The group has recently 
undergone two rebranding efforts, changing its name to Jabhat Fatah 
al-Sham in mid-2016 and then merging with various Syrian militant 
groups to form the umbrella group Hay’at Tahrir al-Sham (HTS) in 
January 2017. The Nusrah Front’s rebranding has transformed the 
group’s online media organizations that previously featured centralized 
and provincial media outlets. Currently, the Nusrah Front’s official 
media includes official statements issued under HTS’s brand, and 
media releases by HTS’s Amjad media production outlet and Iba’ News 
Agency. The Iba’ News Agency publishes short-fused videos, pictures, and 
updates from across the group’s area of influence in western Syria daily. 
The majority of HTS media releases are disseminated first on Telegram 
and rebroadcast on other platforms. Pro-HTS On the Ground News 
(OGN) supports the group by providing unofficial interviews, lectures, and 
depictions of life in Syria in English. OGN maintains a presence on multiple 
social media platforms, including live streaming broadcasts on Periscope. 

 
Al-Qa’ida in the Islamic Maghreb (AQIM)
AQIM, established in Algeria and led by Abdelmalik Droukdal, has been 
al-Qa’ida’s affiliate in North and West Africa since 2006. The group’s flagship 
media outlet Al-Andalus produces videos, leadership statements, and attack 
claims in Arabic, English, and French. In 2017, AQIM developed a network 
in Mali compromised of AQIM, al-Murabitun, and Ansar al-Din called Jama’at 
Nusrat al-Islam wal-Muslimin (JNIM) – “Group for Support of Islam and 
Muslims” – which publishes its own branded media under the az-Zallaqa and 
al-Ezza media outlets. In July, JNIM published a video depicting hostages 
from multiple nations and claimed it was in response to “the imprisonment of 
Muslims.” AQIM and JNIM both use Telegram and Twitter for official media 
dissemination. (BEACON)

Platforms Nusrah Front Used for Media Dissemination
 ■ Telegram Channels
 ■ Violent Jihadist Forums, Websites
 ■ Periscope
 ■ Facebook
 ■ Twitter
 ■ YouTube

HTS publishes official statements on 
branded templates, as shown above. (HTS)

Platforms AQIM Used for Media Dissemination
 ■ Telegram Channels
 ■ Violent Jihadist Forums, Websites
 ■ Twitter
 ■ YouTube

AQIM’s al-Andalus media outlet 
produces official statements by the 
group. (AL-ANDALUS)
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in-depth counterterrorism press 
articles including context and 
background information. 

1 CALIFORNIA: Man Indicted for Attempting to 
Provide Material Support to ISIS

On 4 January, USPEREveritt Aaron Jameson*, 26, was 
charged with attempting to provide material support 
to ISIS and distribution of information relating to 
destructive devices.

 ■ Between 24 October and 20 December 2017, Jameson 
allegedly offered to work in support of ISIS and had 
several online interactions with a confidential source. 
During those interactions, he allegedly expressed 
support for the 31 October 2017 terrorist attack in New 
York City and offered his services for “the cause.” 

 ■ On 16 December 2017, Jameson allegedly told a 
person whom he believed was working for ISIS he was 
well-versed with the Anarchist Cookbook, described 
how to build pipe bombs out of PVC pipe, gunpowder, 
nails and BBs, asked for remote timing devices from 
that person. He also described how to use such 
destructive devices in an attack on Pier 39 in San 
Francisco, California, to funnel people into an area in 
order to shoot them. (DOJ)

JCAT: Jameson’s online interactions highlight efforts 
to gain knowledge to plan and execute attacks through 
research and provide vital information to violent extremists. 
This may include online manuals offering instructions on 
a variety of illicit activities, ranging from attack tactics and 
weapons information to instruction on materiel acquisition 
and developing homemade explosives. Familiarity 
with tactics, techniques, and procedures (TTPs) in 
violent extremist messaging is particularly useful to first 
responders for recognition of precursor materials, as they 
may encounter these TTPs during the course of their 
duties. Situational awareness, combined with knowledge 
of indicators and behaviors offers the potential for the early 
detection of attack plotting. (JCAT)

* The charges listed are currently allegations. As 
in any criminal case, the defendant is presumed 
innocent until proven guilty in a court of law. 

2 WORLDWIDE: US State Department Designates 
Three Additional Global Terrorists

On 4 January, the Department of State designated 
Muhammad al-Ghazali, Abukar Ali Adan, and Wanas 
al-Faqih as Specially Designated Global Terrorists (SDGTs) 
under Section 1(b) of Executive Order 13224.

 ■ Al-Ghazali is a senior member of AQAP who is 
involved in internal security and training of the 
group’s operatives. 

 ■ Abukar Ali Adan is the deputy leader of al-Shabaab. 

 ■ Wanas al-Faqih is an AQIM associate who planned 
the March 18, 2015 Bardo Museum attack in Tunis, 
Tunisia which killed at least 20 people. While ISIS 
claimed responsibility for the Bardo Museum attack, 
the Tunisian government in the aftermath of it, pointed 
to AQIM’s Tunisian front group Katibat ‘Uqbah Bin Nafi 
(KUBN). Al-Faqih was captured by Nigerien forces in 
November 2016 and extradited to Tunisia in January 
2017 on 29 charges related to terrorism.

 ■ Terrorism designation exposes these individuals 
and denies them access to the US financial system. 
(DEPARTMENT OF STATE, KAPITALIS)

SDGT designation imposes strict sanctions on foreign 
persons determined to have committed, or pose a 
significant risk of committing, acts of terrorism threatening 
the security of US nationals or the national security, foreign 
policy, or economy of the US. (DEPARTMENT OF STATE)

7

https://www.justice.gov/opa/pr/california-man-indicted-attempting-provide-material-support-terrorist-organization
https://www.state.gov/r/pa/prs/ps/2018/01/276848.htm>
http://kapitalis.com/tunisie/2017/01/01/le-terroriste-ouanes-fekih-livre-par-le-niger-a-la-tunisie/
https://www.state.gov/r/pa/prs/ps/2018/01/276848.htm>


COUNTERTERRORISM DIGEST

UNCLASSIFIED

UNCLASSIFIED

ON POINT

3 WORLDWIDE: Israel Accuses Iran of Recruiting 
Palestinian Violent Extremists Out of South Africa

On 3 January, Israel’s Shin Bet security agency allegedly 
uncovered a Palestinian violent extremist cell suspected of 
being recruited by Iranian intelligence officers working out 
of South Africa.

 ■ According to Shin Bet, three Palestinians—identified 
as Mahmoud Makharmeh, Nour Makharmeh, and Diaa 
Sarakhneh—were indicted on terrorism charges and 
espionage after confessing to accepting assignments 
ordered by Tehran three years ago. Charges include 
preparing suicide bombs and providing handlers with 
Israeli SIM cards. 

 ■ The suspects’ point of contact was Mahmoud’s relative, 
Bakhar Makharmeh, who was living in South Africa for 
the past few years. Bakhar allegedly acted on behalf of 
the Iranian intelligence services and recruited activists 
living in the West Bank and Israel to conduct terror 
attacks and espionage for Iran. 

 ■ Shin Bet stated, “it became clear, during the 
investigation, that Iranian intelligence used South 
Africa as a significant arena for locating, recruiting, and 
running anti-Israel agents in the West Bank.” (REUTERS, 
YNET NEWS)

4 UNITED KINGDOM: Couple Guilty of Plotting 
ISIS-Inspired Attacks

On 9 January, an ISIS-inspired couple was found guilty of 
plotting chemical and bomb attacks in the UK. UKPER Munir 
Hassan Mohammed, 37, and UKPER Rowaida El-Hassan, 
32, a qualified pharmacist, met on a dating site and began 
researching how to make homemade explosives and ricin. 
El-Hassan would send WhatsApp messages with details 
on making ricin, and Mohammed would send back ISIS 
propaganda, including graphic ISIS videos.

 ■ Detective Chief Inspector Paul Greenwood noted the 
couple purchased “a number of concerning items and 
the pair had done extensive research regarding making 
TATP and ricin.”  

 ■ Mohammed was arrested in December 2016, and was 
found in possession of instruction manuals on mobile 
phone detonators, making ricin, and how to make 
explosives. He also contacted an ISIS commander and 
offered to conduct a lone-actor attack. (REUTERS)

5 BELGIUM: Two Men Found Guilty of Terrorism in 
Absentia

On 4 January, the Criminal Court of Mechelen charged 
Adbelmalek Boutalliss and Abdellah Nouamane to five 
years in prison for participating in the activities of a terrorist 
group and expressing threats against the Belgian state.

 ■ Boutalliss was suspected of having died in an attack in 
September 2015 while Nouamane is thought to be in 
a combat area. The court pronounced the immediate 
arrest if either of the two men were ever found. (HLN)

6 AUSTRIA: Man Charged for Inciting 2016 Failed 
Christmas Attack

On 7 January, Austrian national Lorenz K., 18, was charged 
on several terror-related accounts, including inciting and 
instructing a German-Iraqi boy, 12, to conduct an attack 
on a Christmas market. He was also accused of attempted 
use of an explosive and being a member of ISIS. He was 
reportedly radicalized in prison after being sentenced for a 
robbery at 16. Once released, he was further radicalized to 
violence after attending several mosques.

Mahmoud Makharmeh (L) and Bakhar Makharmeh (R) (YNET NEWS)
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 ■ According to an indictment, Lorenz K. provided an oath 
of allegiance to ISIS. He then urged and instructed the 
boy through WhatsApp on how to conduct an attack. 
The nail-bomb device allegedly made by the boy failed 
to detonate at a Christmas market in Ludwigshafen, 
Germany, in 2016. (DW)

JCAT: The failed 2016 plot on the Ludwigshafen Christmas 
Market serves to remind first responders the discovery 
of rudimentary IEDs and components may have inherent 
dangers and should be treated accordingly until rendered 
safe by subject matter experts. In addition departmental 
guidelines should consider including isolation and 
evacuation. Efforts to build IEDs or produce homemade 
explosives has the potential to create recognizable 
suspicious activity, including the acquisition, transportation, 
and storage of precursor and components materials. (JCAT)

7 NORWAY/ITALY: Iraqi Cleric Mullah Krekar to Be 
Deported to Italy if Convicted

On 6 January, Norway’s justice minister said Norway-based 
Najmaddin Faraj Ahmad, a.k.a. Mullah Krekar—accused of 
enticing recruits to fight in Iraq and Syria—will be extradited 
to Italy if convicted in Italian court. Italian prosecutors 
allege Krekar is behind Rawti Shax, a group dedicated 
to establishing an Islamic caliphate in Iraqi Kurdistan and 
conducting attacks in Europe or against Western interests.

 ■ Krekar founded the Sunni Kurd insurgent group Ansar 
al-Islam—which merged with ISIS in 2014—and has 
lived as a refugee in Norway since 1991.  

 ■ Krekar previously was convicted of threatening the 
Norwegian prime minister, making other death threats, 
and praising the 2015 Charlie Hebdo attack in Paris, 
France. (AP)

8 KOSOVO/ITALY: Kosovar Foreign Fighter 
Deported From Italy

On 28 December 2017, the Italian Government deported 
an unnamed Kosovar foreign fighter who was living in 
the northern Italian province of Bolzano. The subject 
reportedly participated in the Syrian conflict between 
the end of 2014 and early 2015 and was a member of 
a Kosovar Islamist organization—Rinia Islame Kacanik 
(RI-K)—ideologically linked to ISIS and Balkan ISIS amir 
Lavdrim Muhaxheri.

 ■ Investigation by Italian law enforcement indicated the 
subject was in constant contact with extremists in Syria 
and Iraq.

 ■ RI-K maintains a Facebook page containing references 
to ISIS, violent extremism, and well-known violent 
extremist figures, including Chechen terrorists Emir 
Khattab and Kosovar Rexhep Memishi. (IL GIORNALE)

9 JORDAN: Jordanian Intelligence Foils “Massive” 
ISIS-Linked Terror Plot

On 8 January, Jordan’s state news agency reported 
Jordan’s intelligence service disrupted a series of 
simultaneous attacks on military installations, shopping 
centers, media organizations, moderate clerics, and other 
targets planned by a cell of ISIS-linked members. Security 
forces arrested 17 people and seized weapons and 
other materials.

 ■ The cell planned to conduct the attacks in November 
2017 and sought to “harm national security and 
create chaos.”

 ■ The cell intended to finance the attacks by robbing 
banks and stealing cars in the towns known as 
strongholds of domestic support for violent extremists. 
(AP)

JCAT: It is important for law enforcement to be aware of 
the diverse methods in which terrorists obtain and generate 
funds, including common criminal methods, in an effort 
to support their operations. As such, law enforcement 
investigations, which initially appear criminal in nature, may 
potentially uncover terrorist funding activities and aid in plot 
disruption. This underscores the importance of maintaining 
an understanding of current and evolving terrorist 
operations in an attempt to recognize, detect, and deter 
potential terrorist threats and plots which may first appear 
to be criminal in nature, but are terrorism-related. (JCAT)
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10 SYRIA: French Female Violent Jihadists Should 
Face Trial in Syria

On 4 January, the French government announced female 
French terrorists arrested in Syria should face justice there 
as long as they can be guaranteed a fair trial. 

 ■ French citizen Emilie Konig, 33, became the latest 
of several European women to publically plea for 
repatriation after being arrested in Syria for recruiting 
violent jihadists. Konig’s lawyer argues France must 
repatriate her under its “international commitments.”

 ■ French government spokesman Benjamin Griveaux 
indicated there were no plans to bring her home. He 
went on to say French citizens abroad must have a 
guaranteed right to a defense and, if there are legal 
institutions capable of guaranteeing a fair trial, then 
women arrested in Syria should be “judged there.”

 ■ Some 30 French violent jihadists, both men and 
women, are currently in custody of Kurdish and Iraqi 
forces. (AFP, THE LOCAL)

König, the daughter of a 
French policeman who left 
the family when she was 
two, went from being a 
barmaid, was domestically 
abused by her first 
husband, to a recruiter for 
ISIS. French sociologist 
De Feo described her as a 
woman with a “great deal 
of anger,” as she believed 
her life was a “succession 
of failures: professional, 
family and personal.” De 
Feo said König believed Islam offered her a support group 
and allowed her “a new life all over again.” In addition, she 
immersed herself in violent radicalism, associating with 
violent extremist groups and promoting violent jihadist 
propaganda. (THE LOCAL)

 
 
 
 

11 SYRIA: Al-Qa‘ida/Hay’at Tahrir al-Sham (HTS) 
Come to Preliminary Terms

On 6 January, al-Qa‘ida aligned channels on Telegram 
reported mediation between Syria-based HTS and 
al-Qa‘ida loyalists (represented by Abu Hammam al-Faruq 
al-Shami) produced a joint agreement to neutralize 
al-Qa‘ida’s independence in Syria, putting them under HTS 
command. The draft agreement—which was presided over 
by al-Qa‘ida shura member Abu Abdul-Karim, HTS leader 
Abu Mohammed al-Jawlani, and Abu Hammam—included 
the following clauses:

 ■ As of 8 January, Abu Hammam confirmed signing the 
agreement, but said unspecified Islamic objections 
necessitated in him referring the agreement back to 
the religious jurist-led mediation committee for any 
needed adjustments.

On 9 January, HTS religious leader Abdullah al-Shami, 
a.k.a. Abd al-Rahim Atoun expressed surprise and sought 
to amend the agreed upon draft articles which he perceived 
as nullifying the agreement. Atoun went on to note that 
despite his belief that the al-Qa‘ida loyalists “rejected” 
and did not believe further negotiation made sense, he 
noted, “from our side, (HTS) we are committed to the 
agreement.” Abu Hammam responded by noting, as he 
did on 8 January, he did raise items to the religious jurists 
to review as they were not in line with religious doctrine, 
was awaiting a response from unspecified leaders, and 
urged patients. Also as of 9 January, Abu Hammam was 
reportedly named the leader of the al-Qa‘ida loyalists in 
Syria. (AL-QA‘IDA, HTS)

 ■ All property/weapons with HTS shall remain with HTS and HTS 
shall arm parts of al-Qa‘ida that are currently fighting under 
HTS command; 

 ■ Al-Qa‘ida would not establish any formations/areas of control; 
rather HTS will secure specific areas for them;

 ■ Al-Qa‘ida would not try to weaken HTS nor rival it, rather its activity 
will be harmonious and compatible with HTS. They will co-operate 
in all righteous aspects;

 ■ Al-Qa‘ida would not accept in its ranks those with previously 
animosity towards HTS, such as Liwa/Jund al-Aqsa or 
ISIS remnants; 

 ■ No HTS members shall join al-Qa‘ida, nor vice versa, unless with 
written permission from his command;

 ■ Al-Qa‘ida shall cease any public comment of HTS political/military 
stances, and the door for private advising will remain open.

Image of König (THE LOCAL)
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12 EGYPT/ISRAEL: ISIS-Sinai Video on Jerusalem 
Embassy Announcement; Critizes HAMAS

On 3 January, ISIS-Sinai released a 22-minute Arabic 
language video which included footage of POTUS making 
the Jerusalem Embassy announcement. The video focused 
on Israeli and Palestinian groups, referring to HAMAS as 
an “apostate,” calling on its followers to attack the group.

 ■ The video criticized HAMAS for “following in the 
footsteps of the disbelieving West,” and cites HAMAS’ 
crackdown on violent groups in Gaza and their failure 
to prevent the US recognition of Jerusalem as Israel’s 
capital as reasons for attacking the group. 

 ■ “Never surrender to them. Use explosives, silenced 
pistols, and sticky bombs. Bomb their courts and their 
security locations, for these are the pillars of tyranny 
that prop up its throne,” says the knife-wielding narrator 
of the video, according to a translation.

 ■ The video also shows the execution of a man accused 
of collaborating with HAMAS’ military wing. The 
man is executed by another who is described as a 
former HAMAS member who repented. (ISIS-SINAI, THE 
WASHINGTON POST)

 Seperately, on 4 January, the weekly ISIS newletter 
al-Naba referred to HAMAS as “nullifiers of Islam.” Citing 
its involvement in democratic process and ties to “apostate” 
Iran as transgressions in ISIS’ eyes. (AL-NABA)

ISIS-Sinai Video Still (ISIS-SINAI)

13 ISRAEL: ISIS-Inspired Women Arrested for 
Terrorism

In December, two ISIS-inspired women were arrested 
after being suspected of planning to conduct terrorist 
attacks on behalf of ISIS. Israeli citizens Rahma al-Assad 
and Tasnin al-Assad were in contact with ISIS-affiliated 
terror operatives and were instructed to conduct tasks in 
preparation for an attack. The investigation revealed the 
two women planned to travel to the Sinai Peninsula to join 
ISIS. They also posted content praising ISIS as well as 
inciting terrorism against Jews and Israel.

 ■ Tasnin communicated via Telegram with an ISIS 
operative identified as Sheikh Qassim. He asked her to 
examine the entrances and security arrangements at 
three Be’er Sheva locations: Ben-Gurion University, the 
Kaye Academic College of Education, and the Tel Aviv 
Central Bus Station. Tasnin recommended targeting the 
Central Bus Station due to the high volume of Muslims 
passing there on a daily basis. She then contacted 
Rahma and the two scouted the other locations, 
concluding security was too strict to conduct an attack.

 ■ In addition, they sought to convince Ahmad Abu Ramila, 
24, to conduct an attack on New Year’s Eve. He was 
indicted for contact with a foreign agent, membership 
in a terror organization, obstruction of justice and 
evidence tampering. Ramila allegedly planned to marry 
Tasnin and travel to the Sinai with her to join ISIS. 
(YNET)
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14 PAKISTAN: Terrorist Serves Legal Notice After 
Funding Ban

On 8 January, Jamaat-ud-Dawah (JuD) chief Hafiz 
Saeed served an approximately US $1,571,000 legal 
notice to Pakistan defense minister Khurram Dastgir for 
“defamation”—days after the government banned JuD from 
collecting donations—following a statement by POTUS 
condemning Islamabad’s decision to shelter terrorists. 

 ■ Saeed’s laywer, AK Dogar, claimed JuD had no nexus 
with Lashkar-E-Taibah and the UN resolution against it 
was “illegal,” adding Dastgir caused “immense damage” 
to the “reputation” of Saeed and JuD by issuing an 
“irresponsible” statement.

 ■ Dastgir stated Pakistan did not act against JuD and 
Falah-i-Insaniat Foundation (FIF) under “pressure” from 
the US but after “serious deliberations.” (PTI) 

15 INDIA: Charges Filed Against Two in ISIS Case

On 23 December, the National Investigation Agency (NIA) 
filed charges against Shajahan Velluva Kandy and Mohd 
Mustafa involved in an ISIS case in Kannur. Kandy, an 
alleged ISIS member, was arrested by Dehli Police after 
being deported by Turkish authorities in July 2017 on 
his second attempt to fight with ISIS in Syria—while in 
possession of a fake passport. In March 2017, Mustafa 
facilitated Kandy in procuring an Indian passport with 
forged passports in the name of Mohammad Ismail 
Mohideen, despite having knowledge of his intention to go 
to perform hijrah to Syria, according to court documents. 

 ■ In October 2016, Kandy went with his family to Turkey 
via Malaysia with the intention of going to Syria for 
fighting on behalf of the ISIS. He was apprehended 
while crossing the Turkey-Syria border by Turkish 
authorities and deported to India in February 2017. (ANI 
NEWS, INDIA TV NEWS, ONE INDIA)
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on methods terrorists are 
utilizing overseas which could 
be employed domestically. 

NYC to Place 1,500 Bollards to 
Counter Vehicle Attacks
On 2 January, New York Mayor Bill de Blasio announced 
the city would spend $50 million USD to secure high-risk 
public spaces from attacks by vehicles, and from vehicles 
that go out of control because of a medical emergency. 
The money will go toward a range of safety measures, 
including installing 1,500 metal bollards at some of the 
city’s most-visited locations and placing large planters at 
other vulnerable spots.

 ■ The new metal bollards will replace some of the 
concrete cubes and barriers, which were placed as 
temporary measures near pedestrian areas vulnerable 
to attack.

 ■ Bollards will allow pedestrians to move more freely than 
the concrete barriers, which take up more room and are 
more cumbersome to navigate in a crowd. (NY TIMES)

JCAT: To help minimize the lethality of various types of 
vehicle-borne threats and limit the damage caused by 
a vehicle attack, security specialists, design architects/
engineers and first responders are encouraged to integrate 
a layered security approach, which will need to incorporate 
a pedestrian friendly streetscape, physical security 
measures, and conventional traffic principles to prevent 
hostile vehicle access or limit proximity to a site. These 
measures, such as exterior barriers, may require first 
responders to adjust normal protocols and procedures to 
operate rapidly during emergencies. As security measures 
are adapted to respond to ever-evolving terrorist tactics, 
considerations should be coordinated with private sector, 
on-site security personnel, and first responders during 
planning, construction, and implementation. (JCAT)

UK Government Explores Mobile 
Alert System
On 3 January, Civil Contingencies Secretariat published 
a partnership opportunity on the government’s Digital 
Marketplace where a supplier could offer “expertise 
to provide additional insight into options for a mobile 
emergency alerting scheme to citizens.” The project, which 
is still in the “discovery” phase, is expected not to exceed 
£100,000 on the initial exploratory work, will collaborate 
with four major mobile network operators—EE, Three, 
Vodafone, and O2—to send out emergency incident alerts 
to customers in their network within a certain defined 
geographical area. The goal of the system, likely to be 
initiated by police, is “citizens receiving the message 
will act in a way to reduce overall harm and improve 
the efficiency and effectiveness of the response to the 
incident,” according to a government statement. 

 ■ The completion of the project will require the chosen 
supplier to successfully pass through two stages. 
The first stage will require the supplier to call on its 
own market experience and expertise to make a 
presentation to government on the potential merits and 
challenges of a mobile-alert system. If the government 
decides to proceed, the supplier will then be tasked 
with engaging with mobile network operators and other 
market representatives to put together a final report on 
how such a scheme could be rolled out.

 ■ The closing date for applications from potential 
providers will be 16 January, and a total of five potential 
suppliers were expected to be evaluated. (PUBLIC 
TECHNOLOGY) 
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JCAT: Similar in concept, Wireless Emergency Alerts 
(WEA) is a public safety system in the Homeland which 
allows authorized national, state or local government 
authorities to send geographically-targeted, text-like 
messages alerts regarding public safety emergencies 
– such as evacuation orders or shelter-in-place orders 
due to severe weather, a terrorist threat or chemical spill. 
Wireless companies volunteer to participate in WEA, which 
is the result of a unique public/private partnership between 
the FCC, FEMA and the wireless industry to enhance 
public safety. The alerts from authenticated public safety 
officials are sent through FEMA’s Integrated Public Alert 
and Warning System (IPAWS) to participating wireless 
carriers, which then push the alerts to mobile devices 
in the affected area. Alerts from WEA cover only critical 
emergency situations. Consumers may receive only three 
types of alerts:

1. Alerts issued by the President
2. Alerts involving imminent threats to safety or life
3. Amber Alerts (JCAT)

Study Concludes ‘Lone Actor’ 
Threats Have Become Greatest 
Terrorist Threat in UK
As of early January, the shift in increased threats of 
isolated individuals—also known as lone actors—and small 
cells have become the predominant terrorist activity in the 
UK, according to a report by the Director of International 
Security Studies, Raffaello Pantucci. 

 ■ This is likely a result of terrorist groups adapting to 
security approaches—due to the inability to coordinate 
large plots—and influencing individuals or adopting 
ideas and methodologies towards lone actor attacks.

 ■ According to the report, lone actor threats will remain 
for the immediate future, as terrorist groups may 
attempt to use the internet to develop and advance 
violent extremist beliefs through digital methodologies 
and to launch complicated attacks. (PANTUCCI) 

Kata’ib Hizballah’s Media Network
Kata’ib Hizballah (KH), an Iraqi Shia militant group that 
was placed on the US Foreign Terrorist Organization 
list in 2009 for attacks against Iraqi, US, and Coalition 
targets in Iraq, has a diverse set of predominantly Arabic 
language media outlets that promote an anti-US and 
pro-Iran narrative. When taken together, KH’s affiliated 
media outlets amplify the group’s message and act as 
recruiting tools, using videos to tout alleged attacks 
against US forces during the war in Iraq and at one point 
publishing phone numbers for potential recruits to contact 
KH representatives.

 ■ Two affiliated satellite television networks –al-Ebaa 
and al-Itijah – broadcast Kata’ib Hizballah’s message 
throughout the Arab world. These networks air KH 
battlefield statements, speeches by Iran’s Supreme 
Leader, and anti-US propaganda while also covering 
Iraqi cultural and entertainment topics. Associated 
mobile applications, which can be downloaded from 
the Google Play and Apple App stores, and a robust 
social media presence, allow these television networks 
to reach audiences who may not have access to the 
networks. Additionally, al-Ebaa and al-Itijah have 
corresponding radio stations which further promote 
KH’s message with the pro-KH radio station Al-Kawthar 
Radio, which can be heard in Iraq or from a user’s 
mobile device.

 ■ KH also maintains multiple websites and social media 
accounts that deliver similar content in different ways. 
For instance, KH’s official website carries statements 
from its spokesmen and often has articles critical of 
the US presence in Iraq while praising Iran and Iraqi 
Shia militant groups’ efforts fighting ISIS. Additionally, 
in March, the group issued a statement on its website 
claiming to surveil Americans threatening to target US 
troops in Iraq. The group’s al-Ansaar, Resistance Media 
Network, and al-Ashtr websites promote KH and other 
Shia groups’ supposed resistance against US and 
allied forces throughout the region, hosting videos of 
purported attacks against coalition forces and partner 
governments, such as in Bahrain. (NCTC)
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Study Concludes ‘Lone Actor’ 
Threats Have Become Greatest 
Terrorist Threat in UK
As of early January, the shift in increased threats of 
isolated individuals—also known as lone actors—and small 
cells have become the predominant terrorist activity in the 
UK, according to a report by the Director of International 
Security Studies, Raffaello Pantucci. 

 ■ This is likely a result of terrorist groups adapting to 
security approaches—due to the inability to coordinate 
large plots—and influencing individuals or adopting 
ideas and methodologies towards lone actor attacks.

 ■ According to the report, lone actor threats will remain 
for the immediate future, as terrorist groups may 
attempt to use the internet to develop and advance 
intense beliefs through digital methodologies and to 
launch complicated attacks. (PANTUCCI)

Terrorism Financing: Surge in 
Remittances Proceeding ISIS attack 
on Marawi City, Philippines
According to an investigation by the Manila Times, local 
remittances were crucial to funding the five-month siege 
led by the ISIS-linked Maute and Abu Sayyaf groups in 
Marawi City, Philippines. The 23 May 2017 attack was 
preceded by a surge in local remittances to Northern 
Mindanao, Philippines, according to the Manila Times. 
Compared with 2015 and 2016 data, daily local remittances 
to central bank-registered remittance centers in Northern 
Mindanao spiked in value and volume by 200 to 
400 percent beginning February 2017, or three months 
before the attack.

 ■ Since February 2017, there were no new local 
industries within Mindanao that could logically explain 
the 200- to 400-percent spike in the volume and value 
of daily local remittances within the region. Filipino 
military sources also cited the presence of cash 
couriers inside the Marawi main battle area during the 
siege. Some dead terrorists were found to have carried 
cash ranging from P30,000 to P300,000 Philippine 
Pesos (approximately $600 – $6000).

Hawalas, Wire Transfers, and Anonymous Mobile 
Payments. Terrorist groups have historically utilized 
the informal hawala or padala system to fund terrorist 
attacks all over the world. Aside from hawala—which is an 
unregistered remittance scheme—The Manila Times found 
four other primary types of money-transfer systems in the 
region: overseas wire transfers, cash couriers, remittance 
centers, and anonymous mobile payments.

 ■ There has been an increasing trend for locals to receive 
local remittances through anonymous mobile payments, 
due to the ubiquity of mobile devices. Most prepaid SIM 
cards can easily make mobile payment transactions 
with minimum identification requirements.

The Cost of War. The Manila Times learned each 
Maute-supporting family received P50,000 (approximately 
US $1000). Separately, individual local fighters recruited 
from these families received P30,000 upon joining 
ISIS. Those who made it to the main battle area were 
paid an additional P70,000. According to former Armed 
Forces of the Philippines chief of staff Eduardo Año, ISIS 
central wired $1.5 million via overseas bank accounts to 
Mindanao. (THE MANILA TIMES)

JCAT: Understanding and following financial trails and 
methods terrorists use to move funds to facilitate illicit 
activities is critical in detecting and preventing terrorism. 
Sharing terrorist methodologies with financial institutions 
through coordination with law enforcement may help 
them recognize and report the activity, strengthen a 
whole-of-government strategy to combat terrorism 
financing, and better allocate resources. Terrorist 
organizations continue to use diverse methods to move 
the funds necessary to finance their activities, which may 
include the use of bulk cash transfers. Law enforcement 
investigations, which initially appear criminal in nature, 
may potentially uncover terrorist funding activities and 
aid in plot disruption. State, local, tribal, and territorial 
law enforcement and the private sector are encouraged 
to report any suspicious activity, which may possibly be 
associated with terrorism financing. (JCAT)
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The Philippines and Indonesia Join 
Forces to Combat Terrorism
On 3 January, President Rodrigo Duterte and Indonesian 
Foreign Minister Retno Marsudi met in Davao City 
and agreed to mount joint efforts to combat terrorism 
and propagate moderate Islamic values—through the 
educational system—in Southeast Asia. Indonesia was 
allegedly one of the models for Islamic education which the 
Philippines and the Association of Southeast Asian Nations 
could employ to counter the rise of violent extremism.

 ■ “Both President Duterte and the Indonesian Foreign 
Minister agreed to elevate cooperation on trade, 
maritime security, education, and in eradicating 
terrorism. While the rehabilitation and reconstruction 
efforts in Marawi are in full swing, President Duterte 
said that he wants to intensify maritime security 
in cooperation with Indonesia as foreign and local 
terrorists continue to enter and exit the country 
despite the military efforts to go after these elements,” 
according to a Palace statement. (MANILA TIMES) 

Challenges for the International 
Community to Bring Foreign 
Fighters to Justice
On 22 December, the International Center for 
Counter-Terrorism (ICCT) - The Hague published a 
report on the military defeat of ISIS which has brought 
new challenges to the international community and 
countries. These challenges include the restoration of 
peace and stability, creating all-inclusive government 
institutions, the resettlement of displaced communities, 
and adopting reconciliation and rehabilitation efforts. 
Among those challenges was also the question of how and 
where to bring terrorists to justice, including members of 
ISIS—particularly foreign fighters. 

 ■ The report suggests in an effort to combat terrorism, the 
international community should hold the perpetrators 
of terrorist acts accountable, in accordance with 
the rule of law and human rights, for their actions. 
The courts in Syria and Iraq could, on the basis of 
territorial jurisdiction, prosecute all crimes, including 
terrorism, which were committed within the two 
countries—regardless of whether the crimes were 
perpetrated by foreign terrorist fighters, other terrorist 
organizations, or by armed opposition groups or 
members of the armed forces in Syria and Iraq.

 ■ In addition, problems with terrorism legislation exist 
and courts do not often meet fair trial standards, 
whereas some of the more specialized courts are highly 
politicized. Strengthening the capacity and legitimacy 
of the judiciaries in these countries is therefore a top 
priority in order to bring justice in the long term. (ICCT)
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concise summaries for 
rapid consumption. 

1 WORLDWIDE: Al-Qa‘ida Leadership Issues 
Message

On 7 January, al-Qa‘ida leadership issued a message titled 
“and it is due from us to aid those who believe…” calling 
on followers to confront aggression and occupation by 
uniting, transcending disagreements and disputes to fight 
the common enemy, ISIS, Shia Muslims, and the Assad 
Regime. Al-Qa‘ida noted it was in “a long war, a battle 
of creed and awareness before weapons and combat; a 
battle for the sake of upright conduct, inculcating ethics and 
abstinence from this world before carrying out explosions, 
assassinations and accumulating booty.” The message 
went on to urge followers to cooperate, come closer, join 
ranks, win the hearts, and criticized the killing of Muslims. 
(AL-QA‘IDA)

Al-Qa‘ida message to fight common enemy (AL-QA‘IDA)

2 WORLDWIDE: Al-Hijrah 29 released

On 6 January, al-Qa‘ida released the 29th issue of al-Hijrah 
Bulletin calling for Muslims to conduct violent jihad against 
governments, laws, and social systems not aligned with 
Islam. (AL-HIJRAH)

3 WORLDWIDE: ISIS and Al-Qa‘ida Promote Fire 
and Fury

As of 7 January, ISIS and al-Qa‘ida posted links to 
download USPER Michael Wolff’s book Fire and Fury. Other 
links focused on US relations with Saudi Arabia, and stated 
the book reveals the secrets of the US President. (ISIS,  
AL-QA‘IDA)

4 FRANCE: Al-Qa‘ida Releases Infographic 
Promoting 2015 Charlie Hebdo Attack

As of 8 January, al-Qa‘ida’s al-Kifah media released a 
poster of the Kouachi brothers, assailants of the Charlie 
Hebdo attack, confirming AQAP “chose the target, laid the 
plan, financed the operation, and appointed its amir.” The 
infographic promoted the attack on the newspaper office in 
Paris which occurred on 7 January 2015. (AL-QA‘IDA)

 

 

Al-Hijrah’s 29th bulletin calling for violent jihad (AL-HIJRAH)

Al-Qa‘ida-linked poster of Kouachi brothers (AL-QA‘IDA)
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5 AUSTRIA: Pakistani Asylum Seeker Sentenced for 
Participation in Terrorist Training Camp

On 3 January, a Pakistani asylum seeker, 18, was 
sentenced to 12 months imprisonment at the Salzburg 
Regional Court for participating in a training camp—where 
he was instructed on firearms and “bomb vests”—ran by 
Tehrik-E-Taliban Pakistan. The suspect stated he joined 
the camp voluntarily when he applied for asylum; however, 
the suspect changed his story during court, stating he 
was “forced” to join and his initial statement was allegedly 
mistranslated. The suspect is appealing his verdict and the 
decision which denied him asylum. (DER STANDARD) 

6 UAE: Flights Resume to Tunis Following 
Repealment of Tunisian Female Passenger Ban

On 4 January, UAE declared it would resume flights to 
Tunisia which were suspended on 24 December for UAE 
refusing to carry Tunisian women due to intelligence of 
female violent jihadists returning from Iraq or Syria using 
Tunisian passports to stage attacks. The decision to repeal 
the ban comes after UAE received extensive cooperation 
and information from Tunisia, which eased the national 
carriers’ concerns. (REUTERS)

7 TURKEY: ISIS Suspects Detained Through Police 
Operations

As of 4 January, the Bingol Security Directorate and 
National Intelligence Organization (MIT) conducted 
simultaneous operations against 33 ISIS hideouts in five 
provinces, detaining 26 suspects and seizing a suicide 
vest. On 28 December, the Security Directorate and MIT 
launched coordinated operations against ISIS. In addition 
to the detainees, 25 others were placed under surveillance. 
(AKSAM) 

8 SAUDI ARABIA: ISIS Judicial Member Sentenced 
to 8 Years

On 7 January, a Saudi criminal court sentenced a Saudi 
national, 31, in charge of ISIS’ judicial body in the Syrian 
Hama and Homs governates, to eight years in jail. The man 
also assumed the position of mufti for ISIS in Idlib and met 
with ISIS leaders, to include Abu Bakr al-Baghdadi. The 
suspect was trained on manufacturing IEDs and VBIEDs 
by al-Nusrah Front and ISIS. The man turned himself over 
to Saudi authorities in 2016. (AAWSAT)

9 JORDAN: Religious Ideologue Releases 
Statement Urging Unification

On 8 January, Jordan-based religious ideologue Abu 
Qatada al-Filistini released a statement urging Sunni’s to 
“unite so we could accomplish our goal,” noting this battle 
is too big to lose now due to self-interest. He went on to 
state violent jihad will only stop at Allah’s will at al-Aqsa’s 
(The Dome of the Rock, Jerusalem) steps, “we” would not 
become soldiers if there is division. (FILISTINI)

10 YEMEN: AQAP Claims Attack on Gas Plant

As of 8 January, AQAP claimed a 
rocket attack on the Balhaf gas plant 
in the Shabwa governate. AQAP 
also claimed responsibility for five 
strikes on Huthi fighters in al-Bayda. 
(AQAP)

                                                                AQAP seal (AQAP)

11 YEMEN: ISIS Claims Attack on Huthis

On 7 January, ISIS-Yemen (ISIS-Y) issued its first claim 
since the end of November 2017 claiming to have killed 
three Huthis in a bombing in al-Bayda governorate (its 
main front). (ISIS-Y) 

ISIS-Yemen claim of responsibility for attack on Huthis (ISIS-Y)
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12 SOMALIA: US Airstrike Destroys VBIED; Kills Two

On 2 January, in coordination with the Federal Government 
of Somalia, US forces conducted an airstrike against 
al-Shabaab, near Afgoye, 30 kilometers southwest of 
Mogadishu, killing two terrorists and destroying one VBIED, 
allegedly heading toward the capital. (AFRICOM, AMISOM) 

13 NIGERIA: Suicide Bombing in Mosque Kills 14

On 3 January, a suicide bomber, 7, detonated his 
explosives after entering a mosque in Gamboru, killing 
at least 14 and injuring 15 during early morning prayers, 
according to military officials. No group has claimed 
responsibility of the attack, but is believed to bear the 
hallmarks of Boko Haram. (CITIZEN, REUTERS, VANGUARDNGR) 

14 SOMALIA: Al-Shabaab Kills Five Security 
Officers

On 3 January, suspected members of al-Shabaab 
ambushed a security patrol, burning a police vehicle and 
killing five. A second patrol responding to assist the first 
patrol were also attacked. (GAROWE ONLINE)

15 PAKISTAN: Authorities Detain Tehrik-E-Taliban 
Pakistan Suspects

As of 5 January, Pakistan’s Counter Terrorism Detachment 
(CTD) and Rangers conducted a joint operation in Karachi 
and captured 16 suspected terrorists belonging to TTP. 
Authorities recovered hand grenades, weapons, and 
ammunition when they apprehended the individuals. 
(DAWN)

16 PAKISTAN: Anti-US Cleric to be Released

On 9 January, a Pakistani court ordered the release of 
anti-US cleric Sufi Mohammad who will be set free on 
health grounds. Mohammad, imprisoned since 2009, is 
known as the father-in-law of Mullah Fazlullah, the leader 
of the Pakistani Taliban. Mohammad reportedly went to 
Afghanistan with thousands of volunteers to help the 
Taliban fight against Americans after the 2001 US-led 
invasion. (AP)

17 PAKISTAN: TTP Highlights 2017 Operations

As of 8 January, Tehrik-E Taliban Pakistan posted an 
infographic highlighting its operations in 2017. It consisted 
of 11 martyrdom attacks, 30 mine attacks, 31 raids 
and ambushes, and 10 targeted attacks  which killed 
447 Pakistani army personnel. (TTP)

18 PAKISTAN: Authorities Kill Two Terrorists in 
Ambush

On 6 January, two terrorists ambushed a 
police van in the Nawa Kali area of Quetta. 
During the exchange, in retaliatory fire the 
two were killed. Tehrik-E Taliban Pakistan 
released a statement confirming the members 
killed included a TTP commander named Anas 
Badeeni, who was involved in many attacks in 
Quetta. (THE NEWS, TTP)

TTP infographic highlighting 2017 operations (TTP)

TTP released statement confirming Quetta deaths 
(TTP)
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19 PAKISTAN: Suicide Bomb Targets Security 
Personnel

On 9 January, a suicide 
bomber struck a security 
forces bus on a road near 
the Balochistan Assembly 
building in Quetta, killing at 
least eight—including four 
police officers—and injuring 
17. The attacker, who was 
on foot, attempted to travel 
towards the assembly; 
however, he detonated his 
explosives near the bus 
due to the roads being 
blocked. Tehreek-e-Taliban 
(also known as the 
Pakistan Taliban) claimed 
responsibility for the attack. (GEO TV, AL JAZEERA, HINDUSTAN)

20 AFGHANISTAN: (U)13 ISIS Suspects Arrested in 
Raid

 On 3 January, the National Directorate of Security 
(NDS) arrested 13 ISIS members—allegedly involved in 
recent suicide bombings and future planned attacks in 
Kabul—during a raid. NDS stated the group was active 
in transferring suicide bombers and providing facilities to 
terrorists. (VOA, TOLO)

21 AFGHANISTAN: Suicide Attack Targets Police in 
Kabul

On 4 January, a suicide bomber detonated an explosive 
device among a group of security personnel, killing at least 
11 and wounding at least 25. ISIS issued a statement on its 
Amaq news agency saying it was responsible. (REUTERS)

ISIS Kabul claim (ISIS)

22 AFGHANISTAN: Key ISIS leaders Among 
20 Killed Airstrike

On 5 January, at least 20 ISIS-affiliated operatives were 
killed in an airstrike—which hit the group’s compound—in 
Laghman province, according to a statement from the 
201st Silab Corps of the Afghan army. Two key ISIS 
leaders, identified as Mawlavi Turab and Musa Khan, were 
also among those killed. (KHAAMA PRESS)

23 BANGLADESH: Interpol Hires Bangladeshi 
Officers

As of 6 January, the international police organization 
Interpol hired two Bangladeshi officers as specialists 
to train law enforcement around the world on 
counterterrorism. This is the first-time Bangladeshi police 
have received permanent positions as Interpol specialists, 
according to Inspector General of Police AKM Shahidul 
Hoque. (BDNEWS24)

24 INDIA: Police Killed in IED Blast in Kashmir

On 6 January, at least four policemen were killed and two 
others injured by an IED in Sopore in the Baramulla district 
of Jammu and Kahsmir. The IED was planted beneath a 
shop. The attack was claimed by the Jaish-e-Mohammad 
group. (IBTIMES)

 
 
 
 
 
 
 
 
 
 
 
 
 
 

TTP claims responsibility (TTP)

20

https://www.geo.tv/latest/176091-politicians-condemn-attack-on-police-vehicle-in-quetta
http://www.aljazeera.com/news/2018/01/suicide-bomb-blast-multiple-deaths-quetta-180109143147690.html
http://www.hindustantimes.com/world-news/suicide-bomber-kills-at-least-four-policemen-in-pakistan-s-quetta/story-45KXAo10oDCungeP6WLfhN.html
https://www.voanews.com/a/afghan-spy-agency-arrests-thirteen-is-suspects-kabul/4190384.html
http://www.tolonews.com/index.php/afghanistan/nds-arrests-daesh-group-including-foreigners-kabul
https://www.reuters.com/article/us-afghanistan-attack/blast-hits-police-in-afghan-capital-kabul-dozens-of-casualties-idUSKBN1ET22Z
https://www.khaama.com/key-isis-leaders-among-20-killed-in-laghman-airstrike-04202
https://bdnews24.com/bangladesh/2018/01/06/interpol-appoints-two-bangladeshi-police-officers-as-counterterror-specialists
http://www.ibtimes.co.in/jammu-kashmir-terror-attack-4-policemen-killed-ied-blast-755910


COUNTERTERRORISM DIGEST

UNCLASSIFIED

UNCLASSIFIED

PARTING SHOTS

25 INDIA: ISIS Urges Attacks in Kashmir

As of 7 January, ISIS media in Kashmir urged personnel to 
use bullets, bombs, and ambushes to attack  government 
forces. ISIS accused Pakistan of inflicting attacks in 
Kashmir. (ISIS)

ISIS urges attacks against government (ISIS)

26 PHILIPPINES: Man Arrested for Terrorist 
Recruitment

On 4 January, Philippine authorities arrested Reza 
Nurjamil, 26, for allegedly sending terrorists from Indonesia 
to the Philippines. Reza is reportedly a member of Jamaah 
Ansharut Daulah (JAD). (JAKARTA GLOBE)
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NATIONAL COUNTERTERRORISM CENTER (NCTC)
NCTC serves as the primary organization in the US Government for integrating and analyzing 
all intelligence pertaining to terrorism possessed or acquired by the US Government (except 
purely domestic terrorism); serves as the central and shared knowledge bank on terrorism 
information; provides all-source intelligence support to government-wide counterterrorism 
activities; establishes the information technology (IT) systems and architectures within 
NCTC and between NCTC and other agencies that enable access to, as well as integration, 
dissemination, and use of, terrorism information.

NCTC serves as the principal advisor to the Director of National Intelligence (DNI) on 
intelligence operations and analysis relating to counterterrorism, advising the DNI on how well 
US intelligence activities, programs, and budget proposals for counterterrorism conform to 
priorities established by the President. 

.

22


	Spotlight
	ISIS Media Output Diminishing Amid Territory Losses
	(U) Al-Qa‘ida Media Dissemination Methods

	ON POINT
	1	CALIFORNIA: Man Indicted for Attempting to Provide Material Support to ISIS
	2	WORLDWIDE: US State Department Designates Three Additional Global Terrorists
	3	WORLDWIDE: Israel Accuses Iran of Recruiting Palestinian Violent Extremists Out of South Africa
	4	UNITED KINGDOM: Couple Guilty of Plotting ISIS-Inspired Attacks
	5	BELGIUM: Two Men Found Guilty of Terrorism in Absentia
	6	AUSTRIA: Man Charged for Inciting 2016 Failed Christmas Attack
	7	NORWAY/ITALY: Iraqi Cleric Mullah Krekar to Be Deported to Italy if Convicted
	8	KOSOVO/ITALY: Kosovar Foreign Fighter Deported From Italy
	9	JORDAN: Jordanian Intelligence Foils “Massive” ISIS-Linked Terror Plot
	10	SYRIA: French Female Violent Jihadists Should Face Trial in Syria
	11	SYRIA: Al-Qa‘ida/Hay’at Tahrir al-Sham (HTS) Come to Preliminary Terms
	12	EGYPT/ISRAEL: ISIS-Sinai Video on Jerusalem Embassy Announcement; Critizes HAMAS
	13	ISRAEL: ISIS-Inspired Women Arrested for Terrorism
	14	PAKISTAN: Terrorist Serves Legal Notice After Funding Ban
	15	INDIA: Charges Filed Against Two in ISIS Case

	TRENDS, TACTICS, & PROCEDURES
	NYC to Place 1,500 Bollards to Counter Vehicle Attacks
	UK Government Explores Mobile Alert System
	Study Concludes ‘Lone Actor’ Threats Have Become Greatest Terrorist Threat in UK
	Kata’ib Hizballah’s Media Network
	Terrorism Financing: Surge in Remittances Proceeding ISIS attack on Marawi City, Philippines
	The Philippines and Indonesia Join Forces to Combat Terrorism
	Challenges for the International Community to Bring Foreign Fighters to Justice

	Parting Shots
	.

